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LAB 3 — TRUSTED PUBLISHERS

Setting up policies for Least Privilege



TRUSTED SOURCES REMOVES THE BARRIERS TO
APPLICATION CONTROL
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CyberArk automates policy creation for over 99% of application and system software
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Detect privileged unhandled applications

Detecting Internet Applications.

Protect dgainstransomware

Control unhandled applications downloaded from the internet

« Go back to Policies...Default Policies and set Control
unhandled applications downloaded from the internet.
To Detect. Click Edit policy settings.

« Under options, make sure all three check boxes are Options

Detect installation of unhandled applications downloaded from the internet (D)

Ch eCked b CI iCk Save a nd Confi rm the pOI iCy Ch a n geS - Detect launch of unhandled applications downloaded from the internet (D)
Notify end users when an unhandled application is launched

« Refresh the EPM policy on the agent.

Detect access to the sensitive resources by unhandled applications downloaded from the internet (1)

* Internet

* Intranet

* Network shares

* Memory of other processes

About CyberArk EPM Agent...
Re-enable All Popup Dialogs

g CyberArk Endpeint Privilege Manager X

@ Are you sure you want to update Cyberark EPM settings?
'.\ /.-' Press "Yes' to retrieve all settings. Press 'MNo' to retrieve recent
—  updates. Press "Cancel' to abort,

Yes | Mo Cancel

Request Settings
Get Support Info

220 PM
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Executing Code

Installer Language

Flease select a language.

* From the ‘Lab 3 — Trusted Publishers’ folder, click the Q
vlc-3.0.10-win64.exe shortcut and note how it is also —
runs. Immediately close the installer.

* From the ‘Lab 3 — Trusted Publishers’ folder, click the
Download vilc-3.0.09-win64.exe shortcut

e Run vilc-3.0.09.exe and observe the resuilt.
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Events Management (beta)

Updated at e
‘5 EPM 11:26 AM -

2 Filters

©® et started

Configure trusted source policy

All All

[ By administrator

@ Privilege Management Inbox

« GO to Events Management (beta) © oo ot o

1 of 1 results

. . 82 Application Control Inbox May 09 - Today
0o 7
. . . ©= Application Catalog 110725 AM ® Block
o vIc-3.0.10-win64.exe ) / 1 1 ! v
- oY T— -
o= Application Catalog (beta) ~ Signed by VideoLAN Apply recommendation (planned)

Trust by publisher's signature

 Click .. and select Trust by publisher's ® cms i

o— Block and do not report
. . . 5— Policies ~
signature. Click Yes to confirm
: ! Default Policies Create new custom policy (planned)
Policy Recommendations Copy application details (planned)

Application Groups
PP P Delete event

Advanced Pelicies

@ Docs

@ Trust by publisher's signature?

Add the "VideoLAN" signature to the "Trusted Sources” group of
publishers for Windows.

Application files signed with this signature are elevated if
neccessary, including their child processes and applications
installed by them.

To edit this policy after it has been created, look for "VideoLAN" on
the "Policies > Application Groups" pane.
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Locking it down.

» Go back to Policies...Default Policies.
Set * Control unhandled applications

. y Protect against ransomware off Detect Restrict
downloaded from the internet’ back to Block. e KN - |
Click Yes to confirm.

Detect privileged unhandled applications Off on

Control unhandled applications downloaded from the - ) ,
internet PP ? Off Detect Restrict Block Edit

Control unhandled applications Detect Restrict |

« Refresh EPM Agent Policy.

About CyberArk EPM Agent...
Re-enable 4ll Popup Dialogs

g CyberArk Endpoint Privilege Manager *

™%, Are you sure you want to update Cyberark EPM settings?
'.\ /.-' Press "Yes' to retrieve all settings. Press 'Mo’ to retrieve recent
i ~— updates, Press ‘'Cancel to abort.

Request Settings
Get Support Info

Executing 7zip Installer . 220PM ==
» Navigate to ‘Lab 4 — Trusted Sources’. o |
« Examine the two files and their properties.
* Run vilc-3.0.09-win64.exe and observe the result. | . ;
- Run vic-3.0.10-win64.exe and observe the result. | = ... . ) g

&
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Installer Language X

Please select a language.
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LAB 4 - CREDENTIAL THEFT
PROTECTION

Protected applications from Credential Theft



THINK LIKE AN ATTACKER WITH CREDENTIAL THEFT PROTECTION

The endpoint is the entry point for attacks

Credentials are the main target of malware and non—malware—based attacks

<

CYBERARK
Actions
&8 Summary
() Privilege Management Inbox
p— = — e MName Last Modified Data
3 Application Control Inbox = Browsers Stored Credentials Theft

[ Application Catalog i Internet Explorer Credentials Theft Activated A 02-Nov-16 05

4]

= | Firefox Credentials Theft Activated

@ Threat Detection ' [+ Chrome Credentials Theft Activated

]

]

|—'5] Reports = Remote s Application Credentials Theft

+]

i My Computers #7 WinSCP Credentials Theft Activated / 02-Nov-16 05:09:58

+]

& Threat Intelligence "7 WNC Credentials Theft Activated A 02-Mov-16 05

[+

& Policy Audit = Windows Credentials Harvesting

[+

8 End-user Ul " SAM Hash Harvesting Activated 2 06-Nov-16 05
% Advanced

+]

"] LSASS Credentials Harvesting Activated A 02-Mov-1




* Run Chromepass
« See the Credentials in plain

LAB 3 CREDENTIAL text
IRl OAR=OARIONE - Create a Credential Theft

Protection policy
» Replay attack scenario
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« What is ChromePass? o 0 gad Fee [ B (B

Gtistory (7 nvertseection

Clipboard Organize Open Select

» https://www.nirsoft.net/utils/chromepass.html B o=

S Quick access
B Desitop  #
& Downloads #

« What is Lazagne?

&) Pictures

# ChiomePass.exe - Shortcut
i Lab 2 - Credential Theft Protection.pdf
@ READ_(Thtmi

* https://github.com/AlessandroZ/l aZagne

B Desktop
3items

Getting started with ChromePass

* QOpen the ‘Lab 4 — Credential Theft’
folder on the desktop. Double click
on ChromePass.exe - Shortcut

b L BV B F N

& ChiomePass

L - " " = File Edit
¢ GU||yW| e Seen immedia ey FEET L.
Origin URL Action URL UserNameField  Password Field  User Name Password Created Time Password Stre...  Password File
https:// cyberark.smartile.com/ftp/login/ password cybrdemo@outio...  CyberArkl 2345 5 Very Strong \Users\John\AppData\LocahGoogle\Ch
https://epmsvid] cybr.com/ 121472019 1:424... Very Weak C:\Users\lohn\AppData\Local\Google\C
hitps://github.com/legin hitps://github.com/sessien login password GitHubBub SuperSecretP@ssw... 12/30/2019 12:421... Very Strong C:\Users\ohn\AppData\LocahGoogle\Chy

https://login.epm.cyberark.comy 2020 T1340...  Very Weak CAUsers\John\AppData\Local\Google\CH

hitps://support.cyberark.com/ 202071018, Very Weak Users\John\AppDiatat LocalGoagle\Chy
ttps://veww.h i /my-a.. hitps://wwwh fines.com/my-acc... UserName Password Alohaliser ShakaBrahlOL 12/30/2019 1241:1...  Strong C:\Users\lohn\AppData\Local\Google\Chy
hitps://www.reddit. com/login/ hitps:/fwwn seddit.com/login username password someuser@compa... @P@sswirdgoesh... 12/30/2019 12:390..  Very Streng C:\Users\John\AppDatalLocal\Google\Chf

7 item(s), 1 Selected WirSoft Freeware. hitps://www.nirsoft.net
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https://www.nirsoft.net/utils/chromepass.html
https://github.com/AlessandroZ/LaZagne

Enable Threat Protection Policies

CyberArk Endpaint Privilege Mar X + o "
. . <« G @ nal7l.epm.cyberark.com/set-pane?id=TDPolicies&clicked=true o 2 % €& % 0O 2 @
o D rO p d O\/\/ n P O ‘ | C | e S @ EPM Trial Request EPM Login By Region
CYBERARK Privilege Threat Protection [a} ‘ CyberArk Software/te... | Management Options |  Last sign in: 06-May-22 ‘ (3 test01@meteormusic.com~

 Open Privilege Threat Protection = )

e Expand on Browser [
H&  Application Control Inbox Policy name Status Computers Last modified Agent version
C re d e n t | a ‘ h eft 82 Application Catalog ()  Browsers Stored Credentials Theft off All

oo . Chrome Credentials Theft oft
©= Application Catalog (beta) v

Set to detect

Cookies Theft From Web Browsers (Beta) Off
@ Credentials Rotation Edit
Firefox Credentials Theft off 6.0 and above
Memory Dump From Chromium Based Web Brows. oft 6.0 and above
Default Policies
Policy Recommendations Microsoft Internet Explorer and Edge Credentials Theft off 6.3 and above
status.
Application Groups
Opera Credentials Theft oft
1 ~
(2) setpolicy to block
C
@ IT Application Credentials Theft off Al

This setting blocks attempts for credentials theft
Linux Policies Remote Access Application Credentials Theft oft Al

« Set Chrome Credentials Theft to e — o n .

T Arrace and Fleustinn .

Block o :

= ChromePass (=1

File Edit View Help
3 a

Origin URL Action URL User Name Field = Password Field  User Mame Password

I

@

U

®

\

Run Chromepass again
« What is visible now?
« NOTHING!
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e Clickon Threat Protection
INbox To view more data about

the event.

Get Started

Events Management (beta)

Privilege Management Inbox

Application Control Inbox
©= Application Catalog

EE’ Application Catalog (beta)
@ Credentials Rotation

°— Policies

@ oocs

v

Threat Protection Inbox

Search

1 results

]

May 06

12:10:35PM

°

Event Type

| [

Today

Attack - Blocked
Chrome Credentials Theft
ChromePass.exe

Suspect process
cusers\john\chromepasstpassreccommandiine\c
File type

Executable

Thre:

‘ All

Q ‘ CyberArk Software/te...

& Filters

at Type Last Time

v ‘ Last month

Occurrences (Timespan)

2 (1pay)

Hash (SHA1)
4105eb2096b89D081a15D3

3d97dacb62bdn

951
File first seen

06-May-22 12:10:29

Event first occurrence
06-May-22 12:10:29 - on EPMWKSO1

Management Options Last sign in: 06-May-22. (G0) test01@meteormusic.com~

Updated at:

-~
e I

All filters

Affected Computers Exposed Users
Exclude from policy [ --- [i8
1 0
1 Affected Computer 0 Exposed Users
EPMWKS01

Full Investigation >
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